NHOOPMALIUA
O MOMYJISIPHBIX CIIEHAPUSAX MOIICHHUYECTBA C UCIIOIb30BaHUEM HU(PPOBBIX TEXHOJIOTUI
U PEKOMEHYEMbIX HHCTPYMEHTAX 3aIUThI

Kubeparaku Ha KOMITaHWH, (hakThl
AUCTAHIMOHHBIX XHIIEHUH [eHEKHBIX CPeIACTB Y
rpaxmaaH (QUKCHPYIOTCS BCE 4Yalie, TpPH ITOM
KPUMHHAJIBHBIE CXEMBl, B TOM YHCJIE [0 BBIBOAY
HE3aKOHHO  TMOJIYYCHHBIX  JOXOJOB,  ITOCTOSTHHO
MEHSIOTCS. 3a TIOCIETHHE TATh JIET KOJIUYECTBO
MIPOTUBONPABHBIX NIESHUN B yKa3aHHOU cdepe B menom
no Poccum Bo3pocio B JBa pa3a W ceddac COCTaBIISET
TPEThb OT BCEX 3aPETHCTPUPOBAHHBIX IPECTYILICHHM.
Bosibliie MONOBUHBI M3 HUX OTHOCUTCS K KAaTErOpPUH TSHKKHUX U 0CO00 TSKKHX. OCHOBHOI/I MacCHB
MIPUXOAUTCS HA KPAKU U MOIIICHHUYECTBA.

[TpoucxonaT yTedykH MEepCOHATBbHBIX TaHHBIX, KOTOPBIC UCIIONB3YIOTCS sl (POPMUPOBAHHS TaK
HAa3bIBAEMBIX «IIU(PPOBBIX MOPTPETOB» B MPOTHBOIPABHBIX MesaX. OTMedaeTcss pocT KUOCPXHINCHUH,
CBSI3aHHBIX C TIPUMCHCHHEM METOJla COIMAJbHOW WHXEHEPUH, KOTJa TIpaxkIaHe, KaK MPaBHIIO,
MIEHCHOHHOTO BO3pPAacTa, CaMH COOOIIAIOT CBEACHUS O cede JUIaM, MPeICTaBISIONIMMCS COTPYAHUKAMH
rOCy/IapCTBEHHBIX OpPraHOB WJIM OaHKOBCKOTO cekropa. Cample pacnpOCTpaHEHHBIE CIIOCOOBI
HEMPaBOMEPHOTO 3aBJIAJICHUS JACHEKHBIMH CPEJICTBAMH COMPSDKEHBI C CO3JaHieM (hajIbIIUBBIX CANTOB, a
TaKXKe MOJIyYSHHEM JIOCTyIa K KOH(UACHIIMAILHBIM JIaHHBIM T10JIh30BaTEIICH.

B OCHOBHOM Takasi BApHATHBHOCTH pealn3alliyl MPECTYITHBIX HaMEPEHUIN MCXOIUT M3-3a pyoOexka,
BKJIIOYasi KOJ-UEHTPbl, HaXoAsilIHecsi Ha TeppuTropuud YKpauHbl. Kpome TOro, KueBCKUMHU
CHEIICTy>)KOaMU  MCTIOJB3YIOTCSI  CXEMBI  3allyTHMBaHUS  JKEPTB  HECYIICCTBYIOIIUM  yTOJOBHBIM
npecieioBaHueM JIMOO JONTOBOM (PMHAHCOBOM 3aBUCUMOCTBIO. OTO 3aKaHYMBAETCS COBEPIICHUEM
MOCIICAHUMH TIPECTYIUICHUH TPOTUB OOIIEeCTBEHHOW Oe3omacHocTH. DUrypaHTaMd IO TaKUM JelaM
HEPEJKO CTAHOBSATCS BBICOKOOOPA30BaHHBIC JIIOJU, KOTOPbIE CaMH MPHU3BaHBI  (POPMHPOBATH

3aKOHOIIOCIYIIHOC IMOBCACHHC.

T Kak noka3zaio coOCTBEHHOE HCCII€ZIOBAHUE IPYIIIIbI
5%'@ sg Kommanuii «COep», mpoBenéunoe B 2023 romy, Ha

2 VYkpaune nefcTBoBano 0ojiee THICAYM MOIICHHMYECKHX
KOJUI-IICHTPOB, B KOTOPBIX 3aJieicTBOBaHO mopsiaka 100
TeicAu 4enoBeK. I[IpumepHo 300 TakuxX KOJUI-LIEHTPOB
COCPeNOTOYEHBI B JIHENpEe — TaK HA3bIBAEMOW «CTOJIMIE»
Tesie()OHHOTO MolleHHuYecTBa. [lo maHHbIM OaHka, 92%
3BOHKOB TPECTYIIHUKOB HampaBieHbl Ha Poccuio, a
ocraBmmecs 8% TMOJNYy4arOT JKUTEIM JAPYTUX CTpaH,
npeumyiiectBeHHo [lonpmm, 'epmanuu n Kasaxcrana.
Jloxoipl UYT HA TMYHOE O0OTalleHNe U 3aKyIKy BOOpYyKeHHUs npotuB Poccuu.

Obnapyxennass «COepom» 0a3a JaHHBIX MMOKaszana, 4To 212 KOMI-IEHTPOB (Ha TOT MOMEHT)
YIOPaBISUINCh TpeMsl TOJOBHBIMH LEHTpaMU MO Mojenu (paHIM3bl, a HHPPACTpyKTypa UIsl HX
JEATeIBHOCTH  cocpeforoueHa B Hunepmangax wn I'epmanuum.  IIpecTynmHHMKM — MCHIONB3YIOT
npodeccuonanbupie  CRM-cuctembl 1711 ynpaBieHUS 3BOHKAaMHM W (UKCHUPYIOT B HHUX CYMMBI
YKPaZ€HHOT 0.

Cpennuii  kosur-ieHTp moxumiaetr 40 ThICSY J0JUIAPOB B MECSI], a COBOKYIHBIM yiiepd oOT
HesTeNbHOCTH 212 KOJUI-LIEHTPOB, paboTaromux no ¢panmuse, B 2023 roay noctur 100 MUIIMOHOB
nojutapoB. TumoBoH KoJut-1ieHTp coBepriaer /0 ThICSY 3BOHKOB B JieHb W HacuuThiBaeT g0 100
«OTEPAaTOPOB» B OJIHY CMEHY.

MOHHMTOPHHT MOLLIEHHHYECKHUX CXeM U CI0CO00B 3allMTHI OT HUX

Urobbsl HE cTaThb JKEPTBOW TEIEPOHHOTO WJIM HWHTEPHET MOIIEHHUYECTBA HEO0OXO0IUMO
CBOEBPEMEHHO OTCJIEKHUBATH MCIIOIB3YEMbIE 3JIOYMBIIIICHHUKAMU MOILIEHHUYECKHE CXEMBl, a TaKXKe
npejjaraeMble CHeruaJucTaMd OaHKOBCKOIO CEKTOpa, IMPaBOOXPAHUTENIbHBIX OpPraHOB M IOPUCTOB
MHCTPYMEHTHI 3aIUThl CBOUX COCPEIKEHUH.

Bamemy BHUMaHMIO TpeuaratoTcsi HambOosee pacnpoctpanéHHble B 2022-2023 romax Takue
CLICHApHH.



«BanwTHBIE OTPAHUYEHHSD)

[Mocmegnue naBa TOAA MOIICHHUKH 3allyTMBAId CBOMX TOTEHIMAIBHBIX KEPTB HE TOJBKO
HECAHKIIMOHHPOBAHHBIMU TIEPEBOJAMHA WM O(GOPMIICHHEM KPEAWTOB, HO W IPHBS3BIBATIHCH KO BCEM
HOBOCTHBIM TIOBOJaM. ['oBopuiu 00 yrpo3e B CBSI3U C OTKIIOYCHHEM OT cucTeMbl «CBU(DT», 00 yxoze
Visa u Mastercard, o nmeduimre BairOThl, 00 yrpo3e JACHbraM Ha BKJIauax, T.e. UCIIOJIB30BAIHA BCE
BO3MOYXHBIE HH(POPMAITUOHHBIE TOBOJIBI.

MOIICHHUKHA 3BOHWJIM TIOTCHIIMAIBHBIM JKEPTBAM, IPEACTABISLINCh PAOOTHUKAMH OAaHKOB HIIH
OOMEHHBIX MyHKTOB M COOOIIAJIM, YTO €BPO M JOJUIAPHl BOT-BOT MEPECTAHYT BHIIABATh WM WU3BIMYT U3
oOpamienus. JlromsM mpeaiaraid NMEpeBECTH IACHBIM HAa HEKHUH «CIEUUANBHBIA CYET», HO IS ITOTO
HY)KHO OBUIO CKa3aTh 1Mo TeneoHy OAHKOBCKHE JAHHBIC, C MOMOIIBI0 KOTOPBIX MOIICHHUKH MOTOM
MIEPEBOJIMIIA CPEJICTBA HA CBOM CUETA.

[TomauTe, YTO OaHKM HE 3aNMPaIIUBAOT (HPUHAHCOBYIO WH(GOPMAIMIO KIUEHTOB MO TeliehoHy,
MO3TOMY CaMoO€ JIydlliee pEIIeHUEe B ITOH CUTYyalli — OpOCUTHh TPYOKYy M HAWTH BCIO HH(OPMAIUIO
camocTosiTenbHO. Y banka Poccuu HeT 11aHOB U3bIMATh COEPEKEHUS HU B PyOIIsIX, HU B BATIOTE.

O00 Bcex BAJIOTHBIX OTPAHUYCHUSAX MOXKHO Y3HATh Ha caiiTe (MHAHCOBOTO MapKeTIuieica
baHku.py, a eciau BO3HUKHYT COMHEHHS, TO MPEXJIE YeM COBEpIIATH OMEPAIHI0, MOXHO YTOYHHTH
MHPOPMAIIHIO HA «TOPSTYCH TUHUMY.

«Moouamszanusa»

OnHOBpPEMEHHO C HAarHETAaHWEM HCTEPHUU O BO3MOXKHON MOOMIIM3AIMH PACIPOCTPAHSIUCH JBE
CXEeMbI MOIIICHHUYECTBA — IMOJACIIBHBIC JJOKYMEHTHI U (DUILIMHT.

B mepBom ciyuae B WMHTEpHETE Ja)xe MOSBWIMCH CANThI, KOTOPHIE MACKUPYIOTCSA TMOJ BUIAOM
CEPBUCOB TI0 M3TOTOBJICHUIO JIOKYMEHTOB. Kpome TOro, tem, KOoro Morid MOOWUJIM30BaTh, MHUCAIU B
MECCEH]IKEPaX C MOXO0KUMU MPEIIT0KCHUSIMHU.

3a MEIMIIMHCKYIO OTCPOUYKY WJIM CIIPaBKY C «OpOHBIO» MOIICHHUKH Mpejiarajid 3amiatuth ot 20
1o 65 TeIc. pyoueit. [Tocne ommarel MOAAENbHBINA JOKYMEHT MOTYT HE OTIPAaBUTh BOBCE, HO JAXKE €CIIM OH
MPUJIET, MOJIB30BATHCS TAKUMU CIIPABKaMH YrOJIOBHO HaKa3yeMo.

Kpome Toro, peructpupoBaiuch ciaydad, KOrJa MOIICHHUKHA PUXOAWINA JOMOM K MOTEHIIMAIbHBIM
KEepTBaM SKOObI ¢ MOBECTKOW. YenoBeKy mpeisiaraiy 3a JIEHbI'M HE BpydaThb €€, a MHaye MPHUAETCS
SIBUTHCA B BoeHKoMaT. [IpaBia, MaccoBoi 3Ta MpakTHUKa Tak U HE CTaja.

B cnygae ¢ ¢ummnarom cobupanucek auuHbie qaHHble. Cpa3y nociae oObSBICHHON MOOWIN3AlNN B
HNHuTtepHeTre nosiBUIachk KOOI 0a3a JaHHBIX TpaXKaaH, KOTOPBIX TOCYAApCTBO TUIAHUPYET MOOUIIU30BATD.
Ha camom gene mo1o0HOTO CHHCKa B OTKPHITOM JOCTYIEe HET. MOIIEHHUKH MaHUMYIUPYIOT CTPAXOM U
BBIJIAIOT JIOKHBIE JIaHHBIE 3a JCUCTBUTENbHBIC, Tpeasaras 3a JACHbI'M «UCKIIOYEHHE W3 CITHCKOB
MOOMITM30BaHHBIX).

Bropoii meroa: naTh CChUIKY Ha SIKOOBI MOJHBIA CIHMCOK, a Ha CalTe YXKe 3alpOCUTh JIMYHBIE
JaHHbIE U 0AaHKOBCKYIO0 MH(GOPMAIIUIO Y MOTEHIIMAIBHOM KepTBhI. [1epeBoUTh JEeHBIU U TEPEXOTUTH T10
TaKUM CCBhLIKaM HE CTOUT.

«MoOLIEeHHNYeCTBO MO BHAOM IrOCyAapCTBEHHBIX OPraHOB)

OTO0 MHOTOYpOBHEBbIE CXEMbI 3BOHKOB C YYacCTHEM SIKOObI IPABOOXPAHUTENbHBIX OpraHoB, banka
Poccun u KpeIUTHBIX yUpeKICHH.

Yame Bcero roBopsT 0 HekoeM Oe3omacHOM cyeTe B LleHTpoOaHke, Ha KOTOPBIH HY)KHO CPOYHO
MIEPEBECTH CPEJCTBA, KOTOPHIM KOOI Ipo3UT xuiieHne. Kpome Toro, aast yOeaAuTeIbHOCTH MPUCHLIAIOT
YEJIOBEKY B MECCEHJIKEP WJIM Ha 3JIEKTPOHHYIO MOYTY AOKYMEHTHI WM YAOCTOBEPEHUS C JIOTOTHUIIOM H
nedathio banka Poccun. Taxoke adepucTsl MOTYT MpHUCIATh CKaH-KOMHUIO 3asBICHUS O 3asBKE Ha KPEIUT
sIKOOBI OT Jumia kepTBhI ¢ ero PUO u nogmensHON moanuchio. Co CTOPOHBI BCE ATO BHITIISAIUAT OYEHBb
npaBaono100H0. Kputrndyeckoe MbIIIITIEHHE Y )KEPTB MPH UCIOJIb30BAHUN TAKUX MPHEMOB CHUKAETCSI.

[Tomuurte: bank Poccum He pabGortaer Hampsimyro ¢ ¢uznuumamu. [lo cBoeil WHUIIMATHBE €ro
COTPYIHUKHM HE€ 3BOHST TpaKJAaHaM, HE pacChUIAlOT UM 3JeKTpoHHble nmuchMa U CMC-cooOmeHus.
Perynstop He 00ciyKUBaeT U HE OTKPBIBAET cueTa GU3IUILL.

B Takux ciydasx HeEoOXOAMMO cpa3y KIacTb TPyOKy, a TakkKe HE Ha3blBaTh CBOU JIMYHBIE U
0aHKOBCKUE JIaHHbIE BHE 3aBUCUMOCTH OT TOT'0, KaK MPEJICTaBUJICS YETIOBEK MO Tesnedony.



«bpayHble MOIIIEHHUYECTBA»

C wucnonp3oBanueM cetd MHTEpHET (MIPEUMMYIIECTBEHHO HA CalTaX 3HAKOMCTB) MPECTYIMHUKH
BBEIOMPAIOT KEPTBY, HATAXKUBAIOT C HUM JJICKTPOHHYIO MEPEMUCKY OT UMEHHU JIEBYIIEK, 00eMmas MpruexaTh
C TENBI0 CO3JaHMs B OyIyIIeM CeMbU. 3aTeM MOJl Pa3IMYHBIMHU MPEUIOTaMH «HEBECTHD) BBIMAHUBAIOT
JeHbIU (Ha JICUeHUE, MOKYNKY MOOUILHOrO TenedoHa, mpuoOpeTeHrne OUIIETOB, OIUIAThI BU3BI M T.JI.).
[lepenucka BeneTcs TIIaBHBIM 00pPa30M CTYIEHTaMHU JIMHTBHCTHYECKUX BY30B.

HampaBiieHHbIE >KepTBaMU JIEHBI'M NPECTYITHUKH TMOJNIy4alOT Ha TMOJCTaBHBIX JuIll. I[locme
MOJTyYCHHUS CPEACTB MEPEMUCKa MO/T PA3IMYHBIMU TIPEJIOTaMH MTPEKPAIIASTCsl.

«IIpuoOpereHne TOBAPOB U yCJIyr nmocpeacTsoM cetu UHTepHeT»

[Ipy moxymnke B HMHTEpHET-Mara3vHax, TpakJaHe 4YacTO HEBHUMATEIbHBI, Y€M U IIOJIb3YIOTCS
MoieHHUKH. OOBIYHO CXeMa MOIIEHHUYECTBAa BBIMVISIAUT TaK: cO3AaéTcs CalT-OAHOCTPAHUYHHUK, Ha
KOTOPOM BBIKJIJIBIBAIOTCSI TOBAPHI OJTHOTO BU3YaJIbHOTO MTPU3HAKA.

Ilena Ha ToOBapbl OOBIYHO BechbMa MpPHUBJIEKATENbHAs, HUXKE CPEIHEPBIHOUHON. OTCYTCTBYIOT
OT3BIBBI, MUHUMAJICH HHTEP(ENC, yKa3aHbl CKYIHbIE KOHTAKTHBIC JaHHbBIC. Yalle BCEero Takue MHTePHET-
Marazunbel pabotator mo 100% mnpenomnare. Ilepenncka o npUOOpPETEHHH TOBAapOB BEHETCS C
KCIIOJIb30BAaHUEM 3JICKTPOHHBIX MTOYTOBBIX SIIIIUKOB.

[Io MOrOBOPEHHOCTH C MPOJABIOM JIEHBI'M MEPEUUCIAIOTCS, KaK MPaBUIIO, 3a TPAHUILy Yepes
«Western Union» Ha IMEHa pa3IHMYHBIX JIFOJICH, TIOCIIE Yero MCeB0-TPOIaBel] HCUE3aeT.

«Kpux o momomm»

OI[I/IH N3 CaMbIX IUHUYHBIX 1 ‘paCH‘pOCT‘paHéHHBIX CcII0cO000B XUIICHUA JCHCKHBIX CPCACTB.

B nHTepHeTe nosBIseTcs Ayliepa3auparoiias UCTOpUs 0 00pb0e MaJI€HbKOTO YEIOBEKA 3a KU3Hb.
Bpems unér Ha yacel. CpouHO HEOOXOAMMBI JIOPOTHE JEKapcTBa, omnepamnus 3a rpanuneil u t.4. [Ipocsar
OKa3aThb IIOMOIIb BCEX HCPABHOAYIIHBIX U IICPCBCCTU JCHLI'M HA YKA3aHHBIC PCKBU3HUTLI.

31ech BaKHO MPEXKIE YEM MEpPEeBOAUTh CBOU JIEHBI'M, MPOBEPUTb — UMEKOTCS JIM KOHTAKTHbBIC
TAHHBIC 7151 CBSI3U C POAUTENSIMU (POJICTBEHHUKAMHU, OneKyHaMu) peoénka. [lo3BonnTe um, HaliIUTe UX B
COLICETSX, MOOOIIalTeCh U YOeAUTECh B YECTHOCTH HAMEPEHHUIA.

«DUIIHHD

SBnsercs HamOoJee OMAaCHBIM M CaMbIM PacHpOCTPaHEHHBIM CIIOCOOOM MOIIICHHHYECTBA B
untepHeTe. CyTh 3aKII0YAETCSl B BBIMAHUBAHUM Y JKEPTBBI TapoJjiel, MUH-Ko 0B, HoMepoB u CVV-ko10B.
Cxem, KOTOpbI€ MOMOTal0T MOIIIEHHHUKAM MOJIYyYUTh HY>KHBIE CBEJIEHUS, O4U€Hb MHOTO.

Tak, ¢ MOMOIIBIO CaM-PacChUIOK MOTEHIIMATBHBIM KE€PTBAM OTIIPABIISIOTCS MOJIOKHBIE TUCHMA,
SIKOOBI, OT MMEHHM JIETAIbHBIX OpraHu3aIiii, B KOTOPBIX JIaHbI YKa3aHMS 3alTH Ha «CaNT-ABOMHUK)» TaKOTO
YUPEKIEHUS U TTOATBEPIUTH AP0, TUH-KOJIBI U IPYTyI0 HHPOPMAIIUIO, UCTIOJIH3YEMYIO BIIOCTIEACTBUU
3JI0YMBINIUIEHHUKAMU JIsl KPaKh JEHET CO cueTa *KepTBbI. J[0CTaTOUHO pacmpoOCTpaHEHHBIM SIBIISIETCS
MpeAyIoKeHue 0 paboTe 3a rpaHUIeH, YBEJIOMJICEHUE O BBIMTPHINIE B JIOTEPEU, a TAKKE COOOIICHHUS O
MOJIyY€HUU HACIIEICTBA.

«Hurepuiickue nucbMa»

Taxxke OAMH M3 CaMBIX PACIpPOCTPAHEHHBIX BHUJIOB MOIICHHMYECTBA, KOT/IA KEPTBa MONIydaeT Ha
CBOIO TTOYTY MHCHMO O TOM, YTO SIBJISICTCS CUACTIIMBBIM 00J1aJaTesieM MHOTOMHIJUTHOHHOTO Haclle[CTBA.
3areM MOIIEHHUKHU MPOCST y TOIydaTeNsi MUChMa MOMOIIY B MHOTOMIITHOHHBIX JICHEKHBIX ONEpPaIIUsiIX
(TmosydeHue HacneACTBa, IEPEBOJI IEHET U3 OJTHOW CTPaHBI B IPYTYI0), OOeIIas MPOIEHT OT CIETKH.

Ecnu momyyaTenb corimacutcs y4yacTBOBaTh, TO Y HETO MOCTENEHHO BEIMAHUBAIOTCS IEHBI'H SKOOBI
Ha OIIaTy cOOpOB, B3SITOK YHHOBHHKAM H T.II.

«bpokepckue KOHTOPB»

C mauana texymiero rona B HIIb Muatepnona MBJI Poccuu HaGmromaercs 3HaYUTENbHBIN POCT
KOJIMYEeCTBa OOpallieHui rpaskiaH, MOCTPagaBIINX OT AEHCTBUI OPOKEPCKUX KOHTOP.

B uactHOCTHM MMeeTcss MHpOpMAIUS O TaKHMX HEZOOPOCOBECTHBIX OPOKEPCKUX KOMMAHHSX, KaK:
«MXTrade» u «MMCIS».



st Toro, 4roObl HE MOTEPSATh CBOU JCHBIM NPU BbIOOpE OPOKEPCKOW KOMMAHMHU HEOOXOIUMO
oOpamare BHUMAaHHE Ha CIEAYIOUIME IPU3HAKU, KOTOPBIE XapaKTEPU3YIOT KOMIIAHHWIO-MOIIEHHHKA:
o0eranre BEICOKUX MPOIIEHTOB, OTCYTCTBUE PETUCTPAIMU, OOCIaHie CTA0MIbHON PUOBUIM HOBUYKAM —
Tpeuaepam.

[lepen TeM, Kak JOBEPUTH CBOM KAamUTajl, BHUMATEIbHO U3YYUTE HE TOJIBKO HHTEPHET-PECYPCHI, HO
1 opuIMaIbHy0 HHGOPMAITHIO 0 OPOKEpE U €ro PerjiaMeHT.

Baxno! [lomHHMTEe, YTO MHBECTHPOBAHHE, NpPEJIaraéMoe Ha YCIIOBHSIX OpPOKEPCKOW KOMITaHUH,
BCerja SBJISIETCS BBICOKO PHUCKOBAaHHBIM Jak€ IPU HaIMYUMM Oe3ylpedyHoil penyTanuu OpoKepcKoil
KOMITaHHH.

Croco0bI 3alIMTHI OT MOIIIEHHUYECTBA

Jlosis Bo3BpaTa CpencTB OaHKaMM KJIMEHTaM, KOT/ia MOCISAHIE CAMOCTOATEIBHO MTEPEBOAAT ACHBI U
adeprcTaM WM OTKPHIBAIOT UM JIOCTYI K CBOEMY CUETY.

Ceituac Oanku 1o 3akoHy «O HalMOHAIBHOM IUIATE)KHOW CHCTEME» HE O00sS3aHbl BO3BpAIATh
JIEHbI'U B 3TUX ciydasx. bank Poccuu BMecTe ¢ ydaCTHMKaMM PhIHKA M AKCIIEPTAMU MpejIaracT BHECTU
W3MEHEHHUs B 3aKOHOJATENIbCTBO, YTOOBI JIFOJM MOTJIM PAacCCYMTHIBATh HA BO3BPAT CPEICTB JaKe TOT/A,
KorJa uX 0OMaHYJIH C TIOMOIIbIO COITMAIBHON WHKCHEPHUH.

bank Poccum Benmer 6a3y o ciydasx M IOMBITKAaX MEpeBOAa JCHEKHBIX CPEACTB Oe3 coriacus
KJIIMEHTOB. B HeHWl aKkKymMyJIupyroTcs JaHHbIE W3 OaHKOB, B TOM YHCJE COJEPKATCS CBEICHHS O
JPONIEPCKUX CUYETaX, KOTOPbIE 3JOYMBIIUICHHUKH HCHOJB3YIOT JUIsl BBIBOJA U CHSTHUSI MOXHILIEHHBIX
CpPEICTB.

MexaHu3M BO3MEIICHUs IPAXKIAHAM NOXHILECHHBIX 3JI0YMbILIVICHHUKAMH CPEACTB

Ecnmu Gank-otnpaButens momyumn uHpopmarmio u3 6a3sl @unllEPTa, HO He yden ee B CBOMX
OM3Hec-Tipolleccax M COBEPUIMJ IEpeBOJ HAa TaKOW cYeT, TO OH OyneT 00s3aH BEPHYTh KIHUEHTY
MIOXMILECHHYI0 CYMMY, AQX€ B ClIy4asX, KOrJa XMWILIEHHE IPOU30LUIO0 C HUCIOJIB30BAHUEM METOIOB
COLIMAJIbHOW MHKCHEPUHU.

Kpome Ttoro, bank Poccum BHegpseT Tak HA3bIBa€MbIM <«IIEPUOJ OXJAXKACHHUSA», KOorja y
rpaxaaHvHa OyaeT Bpemsi 00JyMaThb M OLEHHTh COBepIlaeMble ACUCTBUS. baHk-miaTenbiiuk Oyner
00s13aH Ha J[Ba JHSA MPUOCTAHABIMBATH 3a4MCIICHUE JACHET Ha cueT, HH(pOpMaIus 0 KOTOPOM COJIEPIKUTCS
B ©Oaze banka Poccun. ®opmanbHO OaHK He HapymIMT @paBa JOOPOCOBECTHBIX TpakJaH U
3aKOHOJIATEIbCTBO, IPUOCTAHABIINBAS MEPEBOJI, TOCKOJIBKY 110 3aKOHY IEPEBOJ COBEPIIAETCA B CPOK 10
Tpex pabouux JHe

Kpome Toro, mpoBepsTh onepainui Ha IPU3HAKKM MOIIEHHUYECTBA JIOJDKEH M OaHK-TIOIy4aTelb.
Ecnu oH BHIMT, YTO JAEHBI'M MEPEUMCISIOT Ha CYET, cojepxKaluiics B 0a3ze perynisaropa, To y OaHka
JOJDKHO OBITh TPAaBO IPHUOCTAHABIMBATH JOCTYN BIIAJENiblla TaKOro cueTa K JUCTAHIIMOHHOMY
oOciykuBaHuio. To ecTb MoJyyaTeldb MOJO3PUTEIBHOIO CuUeTa HE CMOXKET Cpazy K€ yJalleHHO
pacnopsiAMTbCsl JIeHbraMH, IE€pEeBECTH HMX Ha J00W Jpyrod cyer, 4YTo OOBIYHO cpa3y JAenaroT
MOIIEHHUKH. YTOOBI pa30JOKHpPOBATH 3Ty BO3MOXKHOCTb, BIIAJIEIbI]y cUeTa NPUACTCS NPUNHTH B
OTJeNeHne OaHKa C MacmopToOM, Ha YTO BPS JIM MONAYT Apomnmepsl. B To jxe Bpemst OyayT cOOII0AEHbI
BCE IPAXKAAHCKUE TMpaBa 100pOCOBECTHBIX OAaHKOBCKMX KIMEHTOB.

bank Poccum moBblimaer TpeOoBaHUS K OAHKOBCKUM IOJIMCAM CTPAaXxOBaHHS OT MOUIEHHHMKOB,
YTOOBI B CTPAXOBKHM OBUIM BKJIIOUEHBI CIy4aud BO3BpaTa CPEJACTB MPH aTakaxX COLMAIbHBIX MHKEHEPOB.
Peub 0 moObIX citydasx, Korja KIMEHT T0OPOBOJIBHO NEPEBOAUT JEHBIM MOILIEHHUKAM HIIM PacKphIBAeT
UM OaHKOBCKHE CBEICHHUS, TO €CTh IPH aTakax Tele(OHHBIX MOIICHHUKOB, OHJAH-MOIIEHHUKOB. Bce
9TU ClIy4au JOJDKHBI BKJIKOYATbCS B CTPAXOBO€ NOKphITHE. IIpM 3TOM W3 MOKPBITHSA IIJIAHUPYETCS
UCKJIIOUUTh CIy4au, MO KOTOPBHIM OaHKM 00s3aHbl BO3MENIaTh CPEJCTBAa KJIMEHTaM Mo 3akoHy «O
HallUOHAJIBHOM IUIATEKHOM CHCTEME». OTO BCE Clydad, KOrJa MOIICHHHMKM IOXWTHIIM CpPEICTBA,
UCMOJb3Ysl KaKhe-TO TEXHOJIOIMYECKHe MTPUEMBI, HallpUMep, 0€3 HEIOCPEICTBEHHOTO YYaCTHs YeIOBeKa.

B oxtsa6pe 2023 roma BCTynwi B CHIIY 3aKOH 00 ONEpPAaTUBHOM B3aMMOJICHCTBHH MEXIy baHkom
Poccun 1 MB/I. CoTpyqHUKH MOJUIUK Moay4uuin goctyn K 6aze @uHllEPT, koTtopas B cBOIO ouepenb
nonoJyiHsgeTcst cBefaeHusMu ot MBJI. Otm panHbie momoryt OaHkam 3(ddexkTrnBHEe BecTH OOpPHOY C
MOIIICHHUYECKHMHU CIHCAHUSIMH CPEJICTB ¢ OAaHKOBCKHMX KapT, B TOM YHCIIE€ C UCIOJIb30BAaHUEM METOJI0B
COLIMAJIBHOW MH)KEHEepUH. PaHpIle IpU pacCMOTPEHUH 1€ O MOIIEHHUYECTBE MHOT'O BPEMEHH YXOJHUJIO
Ha 3arpochl JJAHHBIX U MEPENUCKY MEXIY MPaBOOXPAHUTENbHBIMUA OpraHaMu U 6aHkamu. Ternepb oOMeH
JAHHBIMU OYZIE€T MPOXOJUTh ONEPATUBHON.



B crpyktype MBJ{ Poccum co31aHO ClieMATIM3UPOBAHHOE
nozpasfelicHue — YmnpasjeHHe IO 0opb0e ¢ NMPOTHBONPABHLIM
HCIO0JIb30BAHHEM HHPOPMALMOHHO-KOMMYHHUKAHMOHHBIX
TeXHOJIOTHH, COTPYJHHUKaMHU KOTOPOrO Ha IIOCTOSHHOH OCHOBE
IIPOBOAUTCS MOHUTOPUHI CUTYaLUH.

B xozxe MOHHMTOpHHrA CETH yCTaHaBIMBAIOTCS VIHTEpHET CalThl,
(GOpyMBI, 3aKpbIThIE YaThl, HCIOJIb3YEMbIE JUIsI OpraHU3alUu U
peanu3aluy BbIIIEYKa3aHHBIX MPECTYIHBIX CXEM.

Ha wuHpopmManMoHHOM pecypce JaHHOIO OpraHa MOKHO
MOJIYYUTh HEOOXOUMYI0 METOAMYECKYIO ITOMOIIb, 4 TAK)KE COOOIINUTh
O 3JIOYMBIIUICHHUKAX, pPaCIpOCTPAHAIOIMUX 3alpCUICHHYI0 WU
JeCTPYKTUBHYIO HH(POPMAIIHIO

" IOMHMUMTE !!!
TEJTEOOHHOE He cymecrByet 100% MeTOAMK 3a1IMTHI
MOLLEHHMWYHECTBO OT TeJ1e()OHHOI0 M MHTepHeT

MOILICHHUYECTBA.

3BOHAT M3 6aHkKa. NoBopsaT 06

yrpose BawvM AeHbram Ha c4yeTe
U NMPOCAT nNepeBecTu AeHbru Ha EcJuu Bl He YBCPCHLI B IIPABUJILHOCTHU

e Ay b i i CBOMX JICHCTBHIi IPH COMHHMTEIbHbIX
TeJeOHHbIX KOHTAKTAX M MHTEPHET-

KOMMVYHUKAIINAX
MossoHuTe No TenedpoHyY, KOTOPbIA yKasaH Ha
Bawen 6aHKOBCKOW KaprTe, COTPpyAHMK 6aHka o
MPOROHUY. ONTYSMMIO 1) He oTBeuaiiTe Ha HeH3BeTCHbIe Bam
3BOHAT M coob6uWarT O BbiUrpbilax, HOMEPpa Te.JIe(l)OHHLIX BbI3OBOB H
BbiNslaTax, KOMMNeHcaumnsax U T.4. CMC (MMC) 3211POCOB;
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2) He mepexoauTe nmo HEM3BECTHBIM
Ecnun BO BpemMs pasrosopa Bac MPOCAT Bam HHTEPHET-CCHIJIKAM M KOHTAKTaM;]

COBEepUWmnTb NNATEX -~ 3TO MOLUEHHUKMH

3) He moJn3yiiTech HHTEPHET

3BOHAT U coob6WaroT, 4TOo 6NU3KUN
yenosek nonan s 6eay, NPOCAT COeIMHEHNEM, KOrjaa oH Bam He Hy/KeH Ha

nepesecTv eHbIrn.
cMapTdoHe 1 KOMIbIOTEpE;

COpAnuTE. wisn, BRMHAMIO SBAHAINEre W 4) He nepenaBaiiTe u He OCTaBJIsIeTe

HasBaHue OpraHu3auumn, KOTOPYIO OH
npepnoctaBnseT. Npekparurte pasrosop v

nossoHunTe 6M3KoMy 4yenoBeky. Ecnm CBOM HePCOHaJﬂJHBIe JAHHbIC Ha
AO3BOHMTBCA HEe yAanochb, camMum HanauTe

TenedoH OpraHusaumMm, OT UMEHM KOTOPOM 6bin OﬁmeHOCTyHHBIX pecypcax HE IPOX0AUTE
3BOHOK, ¥ BbLISCHWUTE, YTO CAYYWNOCh. .
COMHHUTCJIbHBIX AaHKCTUPOBAHUH.




